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Description 

METHOD AND SYSTEM FOR EXTENDING 
THE FUNCTIONALITY OF AN 
ENVIRONMENTAL MONITOR FOR AN 
INDUSTRIAL PERSONAL COMPUTER 

Cross Reference to Related Applications 

[0001] This is a continuation application of an application enti- 
tled "Method and System for Extending the Functionality 
of an Environmental Monitor for an Industrial Personal 
Computer" by David T. Medin, Matthew J. Poduska and 
Christopher M.Jensen, application number 09/681,078 
and filed on December 22, 2000, which application has 
now been allowed, and which application is incorporated 

herein in its entirety by this reference. 
Background of Invention 


[0002] 


In recent years, industrial personal computers have be- 
come increasingly prevalent in many industries. It is not 
uncommon today to see installations with rows of indus- 


trial PCs arranged in racks. While many of these industrial 
PCs are often designed and manufactured to higher stan- 
dards than consumer PCs, they still are occasionally in 
need of repair, and down time can be expensive and 
problematic for many industrial PC users. Consequently, 
users of industrial PCs will often desire to monitor the in- 
terior and exterior environments of such PCs. Monitoring 
the PCs can help to predict, postpone, and eliminate some 
industrial PC failures. Remote environmental monitoring, 
via an "out-of-band" environmental monitor disposed in 
the industrial PC, can be most beneficial with geographi- 
cally dispersed computer networks. Such remote monitor- 
ing has been successfully performed with prior art moni- 
tors. Additionally, some of these "out-of-band" environ- 
mental monitors have even been enhanced to permit 
shutting down the Windows NT operating system on the 
remotely located industrial PC. 
[0003] while these function enhanced alarm cards have been 
used extensively in the past, they do have some draw- 
backs. First of all, their functionality has been primarily 
limited to monitoring of preset environmental conditions. 
Typically, these preset environmental conditions are es- 
tablished at the time the industrial PC or the alarm card, 


or both, are initially configured for operation. However, 
overtime, the desires of an industrial PC administrator 
may change. When this occurs, it is then necessary to 
change the preset configurations. Often, it is difficult to 
change the parameters being monitored. Typically, the 
host PC would need to be opened, the alarm card would 
need to be removed and replaced, or at least reconfig- 
ured. It has often been extremely difficult, if not impossi- 
ble, to reconfigure the monitored parameters of an indus- 
trial PC from a remote administration facility. Secondly, 
when the main microprocessor for the industrial PC failed, 
crashed, or otherwise hung up, it was then nearly impos- 
sible to determine information about the reason for the 
crash if such information was dependent, in some way, 
upon that main microprocessor for reporting, etc. 
[0004] Consequently, there exists a need for improved methods 
and systems for monitoring and extending the monitoring 

capabilities of a monitor for an industrial PC. 
Summary of Invention 

[0005] it is an object of the present invention to provide a system 
and method for extending, in an efficient manner, the 
functionality of an alarm card in an industrial personal 
computer. 


[0006] ^ is a feature of the present invention to utilize a mi- 

croserver, disposed in the alarm card for retrieving from 
the host industrial PC, web-enabled content. 

[0007] it j S another feature of the present invention to include a 
direct connection between the alarm card and the host 
CPU, via a well-known data link scheme. 

[0008] it is another feature of the present invention to include on 
the host computer an agent which communicates with the 
microserver. 

[0009] it is yet another feature of the present invention to include 
a user configurable software scheme, disposed on the 
host computer, for changing parameters to be monitored 
by the alarm card. 

[0010] it is an advantage of the present invention to achieve im- 
proved efficiency in enhancing the functionality of envi- 
ronmental monitoring functions in industrial personal 
computers. 

[° 011 ] It is another advantage of the present invention to provide 
an alarm card with enhanced capabilities. 

[0012] The present invention is an apparatus and method for en- 
hancing the functionality of alarm cards in industrial per- 
sonal computers designed to satisfy the aforementioned 
needs, provide the previously stated objects, include the 


above-listed features, and achieve the already articulated 
advantages. The present invention is carried out in a "tech- 
nician-less" manner in a sense that the time consumed by 
a technician with opening the case for enhancing or 
changing the functionality of a monitor of an industrial 
PC, has been greatly reduced, if not eliminated, in certain 
circumstances. 
[0013] Accordingly, the present invention is a system and 

method including a microserver disposed on an alarm 
card, the microserver for accessing web-enabled informa- 
tion on the host computer. 
Brief Description of Drawings 

[0014] The invention may be more fully understood by reading 

the following description of the preferred embodiments of 
the invention, in conjunction with the appended drawings 
wherein: 

[0015] Figure 1 is a simplified view of a system of the prior art. 

[0016] Figure 2 is a simplified view of a system of the present in- 
vention. 
Detailed Description 

[0017] n ow referring to the drawings wherein like numerals refer 
to like matter throughout, and more specifically referring 


to Figure 1, there is shown a system of the prior art, gen- 
erally designated 100, including an industrial PC 102, for 
insertion into a rack 104, having an empty slot 106 
therein. The PC 102 has a motherboard card 120 with a 
host CPU 122 thereon. Also in PC 102 is an alarm card 
108 having an alarm card CPU 109 thereon with an "out- 
of-band" external communication port for communicating 
with an external network. 
[0018] a detailed understanding of the present invention can be 
achieved by now referring to Figure 2, which shows a 
combination of circuit cards, of a portion of an industrial 
personal computer generally designated 200, including a 
host CPU card 220, which can be either a motherboard or 
a CPU card (for use with a passive backplane) and an 
alarm card 208, which includes an alarm card micropro- 
cessor 209, an alarm card #1 serial port 214, an alarm 
card #2 serial port 216, USB port 218. In a preferred em- 
bodiment, alarm card 208 has ISA bus connections 201 
and PCI bus connections 203 on opposing sides of the 
card 208 so it may be deployed in a PC with either type of 
expansion bus by merely flipping the card 208 over. The 
host CPU card 220 provides the primary processing capa- 
bilities for industrial personal computer 200 and the 


alarm card 208 provides several functions, including typi- 
cal alarm card functions of monitoring and reporting envi- 
ronmental conditions in PC 200, such as temperatures 
207, fans 205, power levels, etc. Similar to prior art alarm 
cards, alarm card 208 also includes a capability of "out- 
of-band" reporting and communication via alarm card 
Ethernet port 219. Ethernet is a preferred port, but any 
communication scheme capable of digital communication 
could be used as well. Alarm card Ethernet port 219 may 
be coupled to the internet or a proprietary network de- 
pending upon user's preferences. A remote administrator 
(not shown) can access the alarm card 208 via alarm card 
Ethernet port 219. One of the key novel aspects of the 
present invention is that a microserver, of the type which 
is well known in the art and is capable of handling "IP- 
based-content", resides in memory 210 on alarm card 
208 and is accessible via alarm card Ethernet port 219. 
The term "IP-based-content" is intended to include, but 
not be limited to, content in the following formats: SNMP, 
HTTP, Telnet, etc. Now, any information on the PC 200 
which is accessible by alarm card microprocessor 209 is 
accessible through the microserver and the Ethernet port 
219. A software agent 230 is disposed in memory 240 on 


host CPU card 220. The purpose of agent 230 is as fol- 
lows: Agent 230 gathers information from the alarm card 
208 for its own use and for reporting via an in-band con- 
nection through Ethernet port 229, agent 230 also per- 
forms the function of extracting information desired to be 
monitored from the OS or customer application 221 and 
rendering it in an industry standard format, so that it ap- 
pears that the alarm card were measuring the information 
directly. The Agent also extracts information from the 
alarm card and makes it available to the OS or applica- 
tions running on the host CPU. The agent could be as 
simple as the customer application generating an HTML 
file that it keeps updated with the values desired to be 
observed. OS and customer application 221 are shown as 
a single object on the host CPU card 220. This is done to 
highlight that there are connections between these and 
the agent 230. It should be understood that they need not 
be located on the host CPU card nor need they be com- 
bined in a single object. 
[0019] Alarm card 208 and host CPU card 220 are coupled to- 
gether in several ways. For example, the COM 1 port 224 
of host CPU card 220 is coupled to the SERIAL 1 port 214 
on alarm card 208. Similarly, COM 2 port 226 is coupled 


to SERIAL 2 port 216 and USB port 228 is coupled to USB 
port 218. Also, while it is not the preferred path of com- 
munication between alarm card 208 and host CPU card 
220, the two Ethernet ports 219 and 229 could be inter- 
connected through an internet or other network connec- 
tion. SERIAL 2 port 216 and COM 2 port 226 may be cou- 
pled to a modem 250 and then via an external telephone 
network (not shown) to a remote administrator. 
[0020] | n operation, the apparatus and method of the present in- 
vention could function as follows: an alarm card 208 dis- 
posed inside of PC 200 monitors various environmental 
conditions therein. This information is then provided to 
the PC 200 via The COM 1 port 224 and Serial 1 port 214 
connection and to remote users via Ethernet port 219. 
Due to the micro servers on host CPU card 220 and alarm 
card 208, much additional information can also be com- 
municated. Alarm card 208 can maintain a web page 
cache, where it stores in memory 210 web pages available 
from host CPU card 220. One example of a very desirable 
web page cache would be a cache of the most recent web 
pages which contain status, activity, and performance in- 
formation regarding the operation of host CPU 222. If 
alarm card 208 continuously stores the most few current 


web pages, then if host CPU 222 were to crash, the source 
of the crash or at least the status, activity, and perfor- 
mance of host CPU 222 immediately before its crash could 
be available through an out-of-band Ethernet port 219. 
The utility of such information could be considerable. With 
the help of a dial-up connection through the COM 
2-Serial 2 connections, for example, and the information 
available through the out-of-band Ethernet connection, 
the host CPU 222 might be rebooted. If the PC 200 is not 
completely crashed, it may be possible and desirable to 
remotely shut it down, in a more "delicate" way than a 
hard restart with all of its consequences. The agent 230 
may be operating system independent communication in- 
terfaces, such as the PPP protocol. 
[0021] Another very important operational feature of the present 
invention is the ability of the alarm card to be extended or 
changed while in service in the field. Often the needs of 
an industrial PC user can change over time. If the alarm 
card can be extensible remotely, without the need for an 
outside technician, then numerous quite beneficial 
changes, fixes, upgrades, etc., which might not be eco- 
nomically justified if an on-site service call were required, 
become available. One approach to carrying out this in the 


field service is to use code on the PC 200, such as the 
agent 230 or micro servers etc., stored in the memory 
240, which can be readily edited on the PC 200, either re- 
motely through the in-band network connection or locally. 
If the web pages on the Host CPU card 220 or elsewhere 
in PC 200 which are available for monitoring by the alarm 
card 208 are changed, by relatively easy code changes to 
the code (agent 230 or micro-servers stored on memory 
240) running on the host CPU 222, then the capabilities of 
the alarm card can thusly be very easily changed. The 
prior art methods of having to remove the alarm card or 
create proprietary application extensions to make a 
change become much less attractive than the innovative 
methods for effecting changes which are enabled by the 
present invention. Now end users can readily remotely 
customize the operation of their environmental monitors. 
This is not a trivial advantage. 
[0022] Throughout this description, reference is made to an in- 
dustrial PC and to an Ethernet, because it is believed that 
the beneficial aspects of the present invention would be 
most readily apparent when used in connection with in- 
dustrial PCs and Ethernet connections; however, it should 
be understood that the present invention is not intended 


to be limited to industrial PCs and Ethernet connections 
and should be hereby construed to include other non- 
industrial PCs and non-Ethernet applications as well. 

[0023] Throughout this description, references have been made 
to monitoring environmental conditions in a Host com- 
puter. It should be understood that the present invention 
is also applicable to monitoring conditions or parameters 
within the host PC which relate to the OS and customer 
applications 221. In fact, these OS and customer applica- 
tion conditions or parameters could be monitored instead 
of the environmental conditions. 

[0024] it i S thought that the method and apparatus of the present 
invention will be understood from the foregoing descrip- 
tion and that it will be apparent that various changes may 
be made in the form, construct steps, and arrangement of 
the parts and steps thereof, without departing from the 
spirit and scope of the invention or sacrificing all of their 
material advantages. The form herein described is merely 
a preferred exemplary embodiment thereof. 


